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Abstract—In this paper we introduce SecFUN, a security
framework for underwater acoustic sensor networks (UASNs).
Despite the increasing interest on UASNs, solutions to secure
protocols from the network layer up to the application layer are
still overlooked. The aim of this work is therefore manyfold. We
first discuss common threats and countermeasures for UASNs.
Then, we select the most effective cryptographic primitives to
build our security framework (SecFUN). We show that SecFUN
is flexible and configurable with different features and security
levels to satisfy UASN deployment security requirements. SecFUN
provides data confidentiality, integrity, authentication and non-
repudiation by exploiting as building blocks AES in the Galois
Counter Mode (GCM) and short digital signature algorithms.
As a proof of concept of the proposed approach, we extend the
implementation of the Channel-Aware Routing Protocol (CARP)
to support the proposed cryptographic primitives. Finally, we
run a performance evaluation of our proposed secure version of
CARP in terms of the overall energy consumption and latency,
employing GCM and the state of the art in short digital signature
schemes such as ZSS, BLS and Quartz. Results show that a
flexible and full-fledged security solution tailored to meet the
requirements of UASNs can be provided at reasonable costs.

Index Terms—Underwater security, underwater sensor net-
works, underwater protocols, CARP, SUNSET.

I. INTRODUCTION

The interest of both academia and industry on Underwater

Acoustic Sensor Networks (UASNs) has been steadily increas-

ing in recent years. UASNs are becoming the key enabler for a

large set of application scenarios ranging from scientific explo-

ration and commercial exploitation, to homeland security [1].

Novel communication protocols and cooperative coordination

algorithms [2] have been proposed in the literature to enable

collaborative monitoring tasks performed by teams of het-

erogeneous static and mobile underwater platforms. However,

such solutions fail to consider security as a key performance

indicator. Spoofing, altering, or replaying routing information

can affect the entire network, making UASNs vulnerable to

routing attacks such as selective forwarding, sinkhole attack,

Sybil attack, HELLO flood attack and acknowledgment spoof-

ing [3]. The lack of security support is startling if we observe

that security is indeed an important requirement in many

emerging civilian and military applications, such as pipe-

line and environmental monitoring, strategic surveillance and

reconnaissance, etc. In particular, some deployments require

the establishment of a secure channel from sensor nodes

to an infrastructure sink to provide confidentiality. Other

applications require message authentication and integrity via

digital signatures. Although attacks against UASNs are sim-

ilar to the ones against terrestrial Wireless Sensor Networks

(WSNs) and Mobile Ad-hoc Networks (MANETs), the same

countermeasures are not directly applicable to UASNs due to

the different characteristics of such networks. In particular,

UASNs nodes communicate using acoustic waves, experienc-

ing lower bandwidth and bit rate, higher propagation delays,

and higher energy consumption than those of WSNs. The

computational power available on underwater platforms is

instead much higher than that of typical WSNs. As a result,

a heavy computation performed in UASNs may have a lower

impact on energy consumption and cause fewer network delays

than sending a large message [4]. This in turn poses the im-

portant research question of how to design a complete security

framework that minimizes the overhead (and associated energy

consumption) due to the extra information that needs to be

transmitted, while ensuring the highest security levels.

In this paper we analyze the most effective cryptographic

primitives suitable for UASNs, and we detail how they can

be applied to secure protocols from the network layer up

to the application layer. We show that the cost of adopting

full-fledged security solutions can be minimal in terms of

performance and energy consumption. Our approach can be

used to extend both flooding-based and unicast routing pro-

tocols, to provide confidentiality, integrity, and authentication.

Our security framework, SecFUN (for Security Framework for

Underwater acoustic sensor Networks), exploits as building

block the Galois Counter Mode (GCM) [5], which is a

mode of operation to encrypt and authenticate data using a

128-bit block cipher, such as AES. GCM presents several

features well suited for UASNs. First of all, the length of

the ciphertext is equal to the length of the plaintext, thus

GCM does not introduce overhead (other than a small tag

used for authentication whose length varies from 0 to 128

bits). Furthermore, the integrity and the authentication of

the encrypted data is provided by a tag which can be ver-

ified without performing any decryption operations (which

is essential to thwart denial-of-service attacks, etc.). Finally,

GCM provides the authenticated-only message mode, called

GMAC, that is useful when encryption is not required. GCM

is based on the counter mode thus it is fully parallelizable and



employs only the encryption algorithm for both encryption

and decryption (crucial when AES is used). Another more

subtle advantage of GCM is that it can act as an incremental

MAC, thus making it possible to recompute authentication

tags on dynamic data by only accessing the data portions

that have changed. As a proof of concept of the proposed

approach, we extend the implementation of CARP [6] to

support security. CARP, for Channel-aware Routing Protocol,

is a cross-layer routing protocol that exploits link quality

information for data forwarding and is designed to be robust,

energy-aware and adaptive. We enhanced the basic version of

CARP to support the AES-GCM encryption, named Se-CARP,

by assuming that each node of the network shares the same

group key and a unique secret key with the sink. This key

is then used by the nodes to encrypt and authenticate all

the packets exchanged in the network. Specifically, nodes are

able to encrypt data, such as sensed data from their sensors,

at the application layer, using the key shared with the sink.

Our security framework also supports short digital signatures,

such as BLS [7], ZSS [8] and Quartz [9], to provide source

authentication with non-repudiation at the application layer.

To this aim, we have further extended CARP, termed Sds-

CARP, to support source/message authentication through such

digital signature schemes. The communication overhead can

be further improved in Sds-CARP through the support of

BLS signature aggregation, where multiple BLS signatures are

accumulated into a single value. We assess the performance

of our extended versions of CARP by using the SUNSET

framework [10] with underwater monitoring networks com-

posed of 20 nodes. Bellhop [11] is used to compute acoustic

path loss at a given location, as well as the spatially-varying

interference induced by node transmissions. The comparison

between CARP, Se-CARP and Sds-CARP are reported in

terms of energy consumption and latency. Results show that

when transmitting large data packets, the energy consumption

in Se-CARP increases by a value between 20% and 53%.

Latency in Se-CARP also increases by a value between 12%

and 55%. Similarly, using different digital signatures in Sds-

CARP leads to different energy consumption of the network

according to the overhead introduced by each scheme. In

particular, the energy consumption of Quartz, ZSS and BLS

schemes is, respectively, 61% (6%), 31% (3%) and 29%

(1.5%) greater than that of CARP when transmitting short

(large) data packet. The lowest difference in the performance

is obtained when the signatures aggregation feature of BLS is

exploited, saving up to 19% and 37% of the overall energy

consumed by ZSS and Quartz, respectively.

The rest of the paper is organized as follows. Previous work

on security in UASNs and related attacks are summarized in

Section II and Section III. In Section IV we define the secure

primitives implemented in the proposed framework. A proof

of concept of our approach is reported in Section V and related

results are shown in Section VI. Finally, Section VII concludes

the paper.

II. RELATED WORK

Acknowledging the importance of UASN security, several

works [12], [13] have recently discussed security issues in

UASNs, underlining the peculiarities of these networks and

analyzing threats, attacks, and possible countermeasures. Sev-

eral authors pointed out the need for the research community

to focus on the design of new security protocols but with

an emphasis on properties such as energy efficiency and the

ability to adapt to the requirements imposed by the specific

application/scenario. More recently, some works have investi-

gated novel security solutions tailored to the unique features

of UASNs. Among the first attempts to improve security in

underwater networks, the authors in [14] proposed the imple-

mentation of Elliptic Curve Cryptography (ECC), exploiting

the Digital Signal Processors in existing acoustic modems to

speed up the computation of cryptographic operations. Their

results show that an efficient ECC implementation can reduce

the computational overhead. However, their work does not

analyze the communication overhead incurred when ECC is

adopted. Security protocols, in addition, require a mechanism

to exchange secret keys between peers. The authors in [15]

show that, in extremely constrained environments such as

UASNs, the most effective solution to the problem of key

distribution is to employ a non-interactive identity-based key

establishment protocol such as SOK [16]. These schemes are

based on bilinear maps and in theory require about 384 bits to

let peers exchange secret keys. Their security, however, must

account for recent quasi-polynomial attacks on the discrete

logarithm problem on small characteristic [17]. Souza et al.

address the problem of message authentication in [4]. The

authors compare the energy efficiency of different digital sig-

nature algorithms in both underwater and terrestrial scenarios

but without integrating such algorithms into network protocols

and evaluating them in a typical UASNs scenario. When

dealing with UASNs, finding the tradeoff between security and

energy efficiency can be difficult. Dini et al. [18] propose a so-

lution to secure both unicast and multicast communications in

underwater acoustic sensor networks. Their solution provides

confidentiality and message integrity and introduces little over-

head in the network, but at the cost of a weaker security level.

All papers discussed so far consider cryptographic aspects to

security in UASNs. Other mechanisms are needed to prevent

attacks such as the wormhole attack. The work [19] provides

a solution for UASNs based on the Direction of Arrival

(DoA) estimation to protect neighbor discovery protocols from

the wormhole attack. Their solution does not require secure

and accurate time synchronization or localization, but can

be affected by orientation error among sensors. A similar

approach is presented in [20] where each node collects the

distance estimations from its neighbors to reconstruct the local

network topology. In this way, nodes can detect wormhole

attacks in a distributed manner. However, other attacks can still

be concealed by manipulating the buffering times of distance

estimation packets.



Attack Name Network stack layer(s)

Sybil Attack Application, Routing, MAC
Hello Flood Attack Routing, MAC
Acknowledgment Spoofing MAC
Replay Attack Application, Routing, MAC
Exhaustion Application, Routing, MAC
Selective forwarding attack Routing
Sinkhole attack Routing

Table I: Attack types and related network stack layers.

III. ATTACK TYPES

The broadcasting nature of the UASN channel makes the

data vulnerable to being modified, injected and eavesdropped.

The injection in the network of fake data such as spoofed, re-

played or altered information could disrupt the regular network

flow, creating loops, attracting or rejecting traffic in specific

areas, partitioning the network or creating bad routes [12],

[13]. Different attacks, described in what follows, can affect

different layers of the protocol stack as shown in Table I:

• Sybil Attack: The aim of an attacker is to forge multiple

identities in the network in order to appear in multiple

locations at once;

• Hello Flood Attack: Malicious nodes broadcast a hello

message using a long range transmission pretending to

be a neighbor of the nodes receiving such a message;

• Acknowledgment Spoofing: If a protocol uses link-layer

acknowledgments, a malicious node can generate false

acknowledgments to broadcast false information about

network links;

• Replay Attack: A valid data transmission is replied or

delayed;

• Exhaustion: A malicious node can reduce the network

lifetime by forcing network nodes to process useless

messages;

• Selective forwarding attack: A malicious node can act

as a relay for several nodes deciding selectively which

packets may be either forwarded or dropped;

• Sinkhole attack: The attacker increases the probability to

be chosen as a relay by advertising zero-cost routes to

every other node.

It is therefore clear that a cross-layer security approach is

needed to face with these heterogeneous attacks. In order to

prevent these threats, the security protocols need to provide at

least:

• Confidentiality: Data must be protected against unautho-

rized read through data encryption. It should be robust

against nodes being compromised: compromising a single

node or a few nodes should not compromise the security

of the entire network [21].

• Integrity: It should guarantee that the received messages

are not altered in transit by the attackers. A keyed cryp-

tographic tag, such as a Message Authentication Code

(MAC), can protect packets against modification [21].

• Availability: It indicates the capability to provide services

whenever they are required. The most widespread threat

to network availability is a denial of service (DoS)

attack [12], [13]. This happens when attackers generate

interferences or decrease the power of nodes through

various methods such as the exhaustion attack [21].

• Freshness: It could refer to data freshness or key fresh-

ness. Data freshness suggests that data is recent, and it

ensures that no old messages have been replayed. Key

freshness typically ensures that shared keys are changed

over time to prevent a replay attack. A nonce, or other

time-related counters, can be added into the packet to

ensure data freshness and a re-keying process can be

performed to ensure key freshness.

• Authentication: It prevents false data injection and ver-

ifies user identities. Digital signatures or simply MACs

can be used to authenticate the origin of a message [21].

• Non-repudiation: It ensures that a node cannot deny

having sent a message [21]. Digital signatures provide

this property.

IV. SECFUN PRIMITIVES

Cryptographic primitives are used to implement several

security services. The algorithms based on cryptography can

be divided in two families: Symmetric (or secret-key) and

asymmetric (or public-key) cryptography. The first one uses

the same key for encryption and decryption, while the latter

uses two different keys. Asymmetric-key cryptography (e.g.,

the RSA algorithm) requires more computational resources

than symmetric-key cryptography (e.g., the AES block cipher).

Thus, hybrid schemes are usually adopted: public-key schemes

for key exchange and non-repudiation and secret-key schemes

for MAC and data confidentiality. Our proposed framework,

SecFUN, provides both symmetric and asymmetric based

cryptography to support message authentication, replay pro-

tection, and confidentiality along with a flexible selection of

MAC sizes, and message/entity authentication and integrity

via digital signatures. Specifically, it provides a cross-layer

protection from the link-layer up to the application layer by

a configurable and flexible selection of security features that

can be tailored to the needs of the specific application/scenario.

The cryptographic primitives in SecFUN are briefly reviewed

next.

A. Symmetric-key based encryption and authentication

To guarantee confidentiality, authentication and integrity of

critical messages (such as routing information), we selected

the Galois Counter Mode [5] (GCM) as the SecFUN block

cipher mode of operation. GCM can provide support for: 1)

message confidentiality through encryption; 2) authentication-

only message mode, termed GMAC, that can be used when

encryption is not required; 3) both authenticated and encrypted

messages. The flexibility of GCM makes it an ideal choice

for underwater communication. In addition, GCM has been

designed to natively support message authentication in “one

pass”. As a result, it is more efficient than other modes of

operation, such as the Cipher Block Chaining Mode (CBC)

that requires additional message integrity check algorithms



(e.g., CBC-MAC, HMAC), thus increasing the overall over-

head. Finally, the ciphertext produced by GCM has the same

length of the original plaintext which is ideal for devices with

bandwidth constraints, such as UASNs.

SecFUN’s version of GCM uses a 128-bit cipher (AES) for

encryption. Message authentication and integrity is provided

by computing the Message Authentication Code (MAC) in the

Galois field. The inputs of GCM are a symmetric key K, an

initialization vector IV, a plaintext P, and any additional data

A to be authenticated. The output consists of the ciphertext C

and an authentication tag T, which is used to verify both the

integrity and the authenticity of the encrypted data. Such a tag

can be verified without performing decryption operations thus

preventing exhaustion attacks (e.g., a malicious node trying

to deplete a node’s energy charge by forcing it to process

bogus messages). The length of T can be any value between

0 and 128, according to the specific security level required.

In particular, NIST [5] recommends a size ranging from 64 to

128 bits.

B. Asymmetric-key based authentication: Digital Signatures

Using short messages is of paramount importance in UASNs

to reduce the very high energy consumption related to their

acoustic transmissions. For this reason, the use of the most

popular asymmetric primitives, such as RSA, is not recom-

mended since keys and signatures are very large. In recent

years, new cryptographic schemes have been devised that

are more suitable for resource and bandwidth constrained

devices [22], [23], [24], [25], as in the case of UASNs. An

example is Elliptic Curve Cryptography (ECC). A cryptosys-

tem based on elliptic curves is defined by a finite field Fq , a

small set of parameters that describe the elliptic curve E/Fq , a

point P ∈ E(Fq), and the order n of P . These parameters are

chosen in such a way that the elliptic curve discrete logarithm

problem (ECDLP) cannot be solved by an efficient adversary

in reasonable time. ECC promises to deliver the same security

of RSA with much shorter keys and signatures. Within ECC,

we considered schemes that require a bilinear map (pairing-

based cryptography). In particular, we selected the Boneh-

Lynn-Shacham [7] (BLS) and the Zhang-Safavi-Naini-Susilo

schemes [8] (ZSS). Both schemes belong to the family of short

signatures: The size of the signature is about 160 bits with a

security level of 280. The BLS scheme supports, in addition,

signature aggregation, i.e., signatures from different signers

and on distinct messages can be accumulated into a single

short value. In addition, the generation of actual signatures

in both BLS and ZSS scheme is computationally efficient.

Verification instead requires more effort but batch verification

techniques can be adopted to mitigate the issue.

Signatures shorter than 160 bits have also been proposed.

These schemes belong to multivariate cryptography [9] (e.g.,

HFE, Balanced Oil & Vinegar), where the underlying problem,

known as MinRank, is based on the difficulty of solving sys-

tems of quadratic polynomial equations for sufficiently many

quadratic unknowns x1, . . . , xn.1 Moreover, these schemes

have typically two independent security parameters: The ex-

tension degree h and the degree of the hidden polynomial

d. This makes them much more flexible than the ECC-based

schemes in that the first parameter can be small to achieve

shorter signatures, and the other one can be independently

tuned to achieve the desired security level. Among these

schemes, we selected Quartz [9] that provides signatures of

128 bits with a security level of 280. However, signature

generation in Quartz is quite expensive since it involves the

computation of (1) the four roots of the private polynomial

P with degree d, and (2) the multiplication of two affine

polynomials.

V. PROOF OF CONCEPT: S-CARP PROTOCOL FAMILIES

In this section we describe the families of the secure

version of CARP [6], termed S-CARP, that support the security

services provided by the proposed framework. We denote

with Se-CARP and Sds-CARP, the family of S-CARP that

supports encryption primitives and digital signature schemes,

respectively. In particular, the family of Se-CARP is composed

of S8

e -CARP, S12

e -CARP and S16

e -CARP protocols that im-

plement different security levels of 8B, 12B and 16B, respec-

tively, as recommended by NIST [5]. The family Sds-CARP

is composed of SQ
ds-CARP, SZSS

ds -CARP and SBLS
ds -CARP

protocols that implement Quartz, ZSS and BLS, respectively.

A. CARP

CARP [6] is a cross-layer routing protocol that exploits link

quality information for data forwarding and is designed to be

robust, energy-aware, and adaptive. When the protocol starts,

a set-up phase is performed by broadcasting HELLO packets

thus allowing the network nodes to acquire hop distance

information from the sink. When a node x has one or more

data packets to forward, it broadcasts a request message (PING)

to choose the best suitable relay among its neighbors. Nodes

receiving the transmitted request reply with a PONG response

message. Each PONG message, sent by a neighbor y, contains

information on y including: 1) Estimated hop distance from

the sink; 2) Available buffer space; 3) Residual energy; 4) Es-

timated quality of the link between x and y and of the best link

among those from y to its neighbors z. This information allows

x to select the most suitable relay y among its neighbors.

Once the node y successfully receives the data packet from

x, it replies with an ACK packet. Optimization is performed

by sending (1) multiple packets at a time and (2) cumulative

acknowledgments to reduce the overhead introduced by the

handshaking phase.

B. Se-CARP

In the encryption-enabled version of CARP, each node

shares the same group key and a unique secret key with the

1Solving systems of multivariate quadratic polynomial equations under this
assumption is proven to be NP-Hard or NP-Complete. Therefore schemes
based on multivariate cryptography are considered to be good candidates for
post-quantum cryptography.



sink. When a node x has to forward a data packet to the sink,

it broadcasts an encrypted and authenticated request packet

(PING) using the group key, to find the best relay among

its neighbors. All the nodes receiving a PING packet, after

verifying the authenticity and integrity of the received PING,

reply with an encrypted and authenticated response packets

(PONG) that contains all the information needed by node x
to choose the next hop relay y. Similarly, the packet data

transmitted by x and the related ACK packet sent by y are

encrypted and authenticated. 2

VI. PERFORMANCE EVALUATION

This section describes the comparative performance of

CARP with the protocols of the secure families Se-CARP

and Sds-CARP. All the protocols have been implemented in

SUNSET [10] on top of ns-2 [26], connected to the Bellhop

ray tracing tool [11] via the WOSS interface [27]. Bellhop is

used to compute acoustic path loss at a given location, as well

as the spatially-varying interference induced by node trans-

missions. The historical environmental data input to Bellhop

refer to an area located in the Norwegian fjord off the coast of

Trondheim, with the coordinate (0, 0, 0) of the surface located

at 63◦, 29′, 1.0752′′N and 10◦, 32′, 46.6728′′E. Sound speed

profiles (SSP), bathymetry profiles and information on the type

of bottom sediments of the selected area are obtained from the

World Ocean Database [28], from the General Bathymetric

Chart of the Oceans (GEBCO) [29] and from the National

Geophysical Data Center Deck41 data-base [30], respectively.

In the following we first describe the selected scenarios and

protocol parameters settings (Section VI-A), we then discuss

the metrics that we have investigated (Section VI-A) and we

finally report on the results of our simulation experiments

according to the different secure primitive implementations

(Section VI-B and Section VI-B).

A. Simulation scenarios and settings

We consider a static UASN with 20 nodes (19 nodes plus

the sink) randomly and uniformly placed in a region with

surface of 2 km × 1 km at different depths, ranging from

10 to 240m. The sink is located at a side of the deployment

area, on the surface. We simulate a scenario where random

events occur in different zones of the network. Each zone is

composed of a fixed number of nodes that start generating

traffic when an event is detected according to a fixed sample

rate of λ packets per second. In particular, λ takes values in

the set {0.006, 0.01, 0.02, 0.033, 0.066, 0.1}. Since we assume

that the same number of packets is generated for each event,

the duration of an event depends on the traffic load: When the

traffic load is higher, the event duration will be shorter. The

destination of all packets is the sink. The average number

of hops from source nodes to the sink is 2.3, while the

maximum number of hops is 4. The data packet payload

size (in bytes) varies in the set {20, 200, 600} to simulate

different application scenarios. The total size of a data packet

2The HELLO packets exchanged during the set-up phase are encrypted and
authenticated as well.

is given by the selected payloads plus the headers added by

the different layers. The physical header overhead changes

according to the data rate but it is dominated by a 10ms

synchronization preamble. The medium access control headers

of all the versions of CARP are 4B long. The size of PING

and PONG packets is 11B and 7B, respectively; the ACK packets

are 6B long, while HELLO packets are 6B long. When using

Se-CARP, we encrypt each control and data packet by adding

an additional payload of 8B, 12B and 16B according to the

considered security level. Instead, SQ
ds-CARP, SZSS

ds -CARP

and SBLS
ds -CARP add to each data packet a digital signature

having size of 16B, 20B and 20B, respectively. In our simu-

lations, we assume BPSK modulation. The carrier frequency

is 25.6kHz for a bandwidth of 4000Hz. Bandwidth efficiency

is set to 1bps/Hz, resulting in a data rate Rb that is equal

to 1000b/s. The transmission power for short control packets

(HELLO, PING, PONG and ACK) and data packets is set to 3.3W

and 8W, respectively. The reception power consumption is set

to 0.5W. Reception and transmission powers are estimated

based on the energy consumption of existing acoustic modems.

In our simulations we assume that the nodes share the same

group key and a unique secret key with the sink. In addition,

the sink knows the public keys of all the network nodes to

verify all the digitally-signed messages.

Simulation metrics: The overhead introduced by authenti-

cated encryption with different security levels and signature

schemes on delivering data to the sink is assessed through the

analysis of the following metrics.

• End-to-end latency, defined as the time between the

packet generation and the time of its correct delivery at

the sink.

• Energy per bit, defined as the energy consumed by the

network to correctly deliver a bit of data to the sink.

The packet delivery ratio (PDR) at the sink, defined as the

ratio between the packets correctly received by the sink and

the packets generated by the nodes, is always greater than 95%

in all the considered scenarios.

Scheme Computational time Energy consumption Signature size

Quartz 7 sec. 9.24 J. 16B
BLS 0.025 sec. 0.34 J. 20B
ZSS 0.007 sec. 0.01 J. 20B

Table II: Computational times, power consumptions and sizes

of different digital signature schemes.

Computational energy consumption: In Table II we show

the trade-off between the energy consumption related to the

computational time and the size of the digital signature for

each considered scheme.

We evaluated the average energy consumption by means of

the formula E = U · I · t, where t is the time to perform an

operation, U is the voltage and I is the current intensity. The

time t has been experimentally evaluated by performing tests

which execute the selected digital signature operations 10.000
times, and recording the time needed to perform the overall

cycle. This allows us to estimate the average time spent to
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Figure 1: Se-CARP - Energy per bit with different security levels.

perform each signature. In order to validate our framework, we

have tested the digital signature schemes on a typical under-

water embedded device, specifically the Gumstix verdex pro

platform (CPU: Marvell PXA270@600MHz, RAM: 128MB).

The values U and I are derived from the data-sheet at [31].

B. Simulation results

Authenticated Encryption

In this section we compare CARP with Se-CARP that im-

plements encryption and authentication via MAC according to

the different security levels described in Section IV-A. There-

fore, in S8

e -CARP, S12

e -CARP and S16

e -CARP both control

and data packets transmitted are encrypted and authenticated

resulting in an overhead of 8B, 12B and 16B, respectively.

Energy per bit. Figure 1 shows the average energy per

bit consumption of Se-CARP considering different security

levels for increasing traffic λ and for three different packet

payloads. As expected, for higher security level the energy per

bit consumed to deliver a bit of data increases with respect to

CARP. When transmitting very short data packets, as shown

in Figure 1a, the total energy per bit consumption increases

significantly with the security level adopted. This is because

the overhead introduced by the security level is comparable to

the size of control and data packets resulting in a significant

increment of transmission time and therefore energy per bit

consumption. Therefore, the energy consumed by CARP is up

to 47%, 59% and 70% less than that of S8

e -CARP, S12

e -CARP

and S16

e -CARP, respectively. As the packet size increases the

impact of the authenticated encryption overhead decreases

with respect to the size of the data packet payloads. In

particular, the energy consumed by CARP is 18% (26%), 26%

(36%) and 35% (47%) less than that of S8

e -CARP, S12

e -CARP

and S16

e -CARP, respectively, when considering data packets

of 600B (200B). These results are shown in Figure 1b and

Figure 1c. As both the traffic load and packet size increase, the

energy per bit decreases in all the considered scenarios. This

is because at higher traffic load the data packets are buffered

at the nodes and then transmitted using trains of packet, thus

maintaining high the packet delivery ratio and, at the same

time, reducing the number of control packets exchanged and

the amount of energy per bit spent. When the packet size

increases (e.g., 600B), all the protocols consume less energy

per bit (Figure 1c) since the number of bits delivered to the

sink is higher.

End-to-end latency. The average end-to-end latency expe-

rienced by data packets successfully delivered to the sink

is shown in Figure 2. Increasing the security level results

in higher latency due to the overhead introduced by the

encryption scheme in both control and data packets that leads

to a higher number of packet collisions and retransmissions.

When considering a small packet size, Figure 2a, the la-

tency experienced by S8

e -CARP, S12

e -CARP and S16

e -CARP

increases of about 18%, 37% and 55%, respectively, with

respect to CARP. As the packet size increases, the end-to-end

latency increases due to larger transmission times, as shown in

Figure 2b and Figure 2c. In particular, when the packet size is

600B (200B), S8

e -CARP, S12

e -CARP and S16

e -CARP deliver

the data packets with a latency increment of 12% (12%), 32%

(27%) and 55% (49%), respectively, with respect to CARP.

As the traffic rate increases, the end-to-end latency increases

with a factor of 160% on average for each encryption scheme

in the three packet sizes.

Digital signatures

In this section we compare the performance of CARP

with those of SQ
ds-CARP, SBLS

ds -CARP and SZSS
ds -CARP that

implement different digital signature schemes (Quartz, BLS

and ZSS, respectively).

Energy per bit. Figure 3 reports the average energy per

bit consumed by the four protocols while performing digital

signatures considering three different packets sizes. The results

in Figure 3 show that the energy per bit consumption of

SQ
ds-CARP is always the highest with respect to the others

protocols for all the considered packet data sizes and traffic

loads. This is because the very high computational cost of

signing a message with Quartz significantly affects the overall

energy per bit consumption of SQ
ds-CARP, even if the overhead

introduced by its digital signature is 4B smaller than those

of SBLS
ds -CARP and SZSS

ds -CARP. Therefore when consider-

ing the packet size of 20B (Figure 3a), the energy per bit

consumed by SQ
ds-CARP is 61% higher than that of CARP

while SZSS
ds -CARP and SBLS

ds -CARP consume only 31% and
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Figure 2: Se-CARP - End-to-end latency with different security levels.
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Figure 3: Sds-CARP - Energy per bit with different digital signatures schemes.

29% more than CARP. When the packet size increases to

600B (200B), the energy per bit consumed by SQ
ds-CARP,

SZSS
ds -CARP and SBLS

ds -CARP is 6% (16%), 3% (9%) and

1.5% (6%), respectively, higher than that spent by CARP. As

both the traffic load and the packet size increase the energy

saved by SBLS
ds -CARP increases thanks to the capability of the

BLS scheme to aggregate multiple data packets using a single

digital signature. Therefore, when considering low traffic load

(i.e., λ = 0.006) and short packet size (i.e., 20B), the energy

consumed by SBLS
ds -CARP and SZSS

ds -CARP is quite the same

since the number of packet trains sent is low. When the number

and size of packet trains increase due to higher traffic loads and

(or) bigger packet data sizes, the energy saved by SBLS
ds -CARP

with respect to SZSS
ds -CARP increases as well. For instance,

when λ = 0.1, SBLS
ds -CARP saves up to 19% of energy per

bit with respect to SZSS
ds -CARP when the packet size is 20B

and up to 3% and to 8% when the packet size is 600B and

200B, respectively. These results are presented in Figure 3b

and Figure 3c.

End-to-end latency. Figure 4 reports the average end-to-

end latency of the packets correctly delivered to the sink by

the four protocols for the three different packets sizes. As

expected, when the packet size is 20B (Figure 4a), CARP ex-

periences the lowest latency since the packet and digital signa-

ture sizes are comparable. SZSS
ds -CARP results in the highest

latency since the overhead introduced is greater than that of

SQ
ds-CARP and it is comparable to that of SBLS

ds -CARP but

without the capability to aggregate the signatures. The latency

experienced by SZSS
ds -CARP, SBLS

ds -CARP and SQ
ds-CARP

increases by about 7%, 6% and 4% with respect to CARP for

all the considered traffic loads. Figure 4b and Figure 4c show

that when the packet size increases, all the protocols deliver

the packets with higher latency due to the larger transmission

times. In such a case, the overhead introduced by each digital

signature scheme becomes negligible with respect to the

time needed for actual data packet transmission. Therefore

when considering packet size of 600B (200B), the latency

experienced by SZSS
ds -CARP, SQ

ds-CARP and SBLS
ds -CARP

increases by about 4%, (4.7%), 1%, (3.3%) and 0.5%, (3.6%),

respectively, with respect to CARP for all the considered traffic

loads, which leads to very limited latency degradation.

VII. CONCLUSIONS

In this paper we introduced SecFUN, a security framework

for underwater acoustic sensor networks. SecFUN implements

as building blocks AES in Galois Counter Mode (GCM)

and short digital signature algorithms such as BLS, ZSS and

Quartz to provide data confidentiality, integrity, authentication

and non-repudiation. As a proof of concept, we extended

the implementation of the Channel-aware Routing Protocol

(CARP) to evaluate the proposed cryptographic primitives and

their impact on the performance of the protocol, such as energy
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Figure 4: Sds-CARP - End-to-end latency with different digital signatures schemes.

consumption and end-to-end latency. Results confirm that a

flexible and full-fledged security solution tailored to meet the

requirements of UASNs can be provided at a reasonable cost

in terms of energy consumption and latency.
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