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ABSTRACT
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This paper concerns the implementation and testing of a
protocol that two honest parties can efficiently use to share a
common secret session key. The protocol, based on the Fully
Hashed Menezes-Qu-Vanstone (FHMQV) key agreement, is
optimized to be used in underwater acoustic communications,
thus enabling secure underwater acoustic networking. Our
optimization is geared towards obtaining secure communications without affecting network performance by jointly
keeping security-related overhead and energy consumption
at bay. Implementation and testing experiments have been
performed with the SUNSET SDCS framework and its SecFUN extension using as hardware two submerged acoustic
modems. Results show that our approach imposes a low computational burden to the underwater node, which implies low
local energy consumption. This is due to the fact the FHMQV
protocol is highly efficient resulting in a small number of operations with a low computation cost. In addition the use
of elliptic curves allows to further reduce the computational
overhead.

Interest and research activity around underwater acoustic
sensor networks (UASNs) has constantly increased during
recent years, driving a large number of applications, including
scientific and commercial exploration, coastal protection and
prediction of underwater natural disasters. In this evolving
context, security risks and threats are ever more critical. The
broadcasting nature of the UASN channel makes the data
vulnerable to being modified, injected and eavesdropped. As
a consequence, attacks could disrupt the regular network
flow by creating loops, attracting or rejecting traffic in specific areas, partitioning the network or creating bad routes.
Developing solutions for secure underwater communication
and networking is therefore of paramount importance. However, the design cannot neglect the constraints imposed by
the underwater channel. The use of acoustic transmissions
introduces several challenges such as low data rate, variable and long propagation delays, significant variations in
terms of link reliability over time and long interference range.
Furthermore, sensor nodes are usually powered by batteries whose replacement can increase costs and complexity.
Only recently, solutions have been proposed in the literature
to enhance the security of UASNs as well as to cope with
their challenges [2, 4], delivering security properties ranging
from message confidentiality, to message authentication and
integrity via digital signatures.
Secure communication mainly grounds its roots in the implementation of robust Key Management Protocols (KMPs).
In fact, the security of secret keys is of paramount importance not only to guarantee data confidentiality but also
as fundamental requirement to provide data authentication
and integrity. Key agreement protocols based on symmetric
cryptography are appealing for their efficiency in terms of
both computation and communication. However, they lack
flexibility and typically assume a pre-shared key (or a set of
predefined keys in the case of random key pre-distribution)
among network nodes. If an attacker compromises a node,

KEYWORDS
SecFUN, SUNSET, underwater acoustic sensor networks,
underwater security, key agreement protocol

Permission to make digital or hard copies of all or part of this work
for personal or classroom use is granted without fee provided that
copies are not made or distributed for profit or commercial advantage
and that copies bear this notice and the full citation on the first
page. Copyrights for components of this work owned by others than
ACM must be honored. Abstracting with credit is permitted. To copy
otherwise, or republish, to post on servers or to redistribute to lists,
requires prior specific permission and/or a fee. Request permissions
from permissions@acm.org.
WUWNET’17, November 6–8, 2017, Halifax, NS, Canada
© 2017 Association for Computing Machinery.
ACM ISBN 978-1-4503-5561-2/17/11. . . $15.00
https://doi.org/10.1145/3148675.3152760

INTRODUCTION

and therefore the pre-shared key, the security of the whole
network would be compromised. On the other hand, the use
of Public Key Cryptography (PKC) provides more flexible
and secure authentication mechanisms. PKC schemes allow
two or more peers to agree on a common secret key by establishing a secure and authenticated channel such that, if a
node is compromised, only the secure channels of that node
would be compromised. Feasibility of PKC techniques over
UASN devices has been proven by recent implementation
based on Elliptic Curve Cryptography (ECC), even over
severely-constrained devices [2, 4]. Unfortunately, key agreement protocols based on PKC typically require the exchange
of explicit certificates (e.g., Elliptic Curve Diffie Hellman uses
X.509 certificates) having unfeasible size for UASNs (hundred
of bytes). One of the most promising directions to overcome
this drawback is the adoption of implicit certificates, which
binds the identity of a node and its public key within a single
data structure, and which can certify the authenticity of such
a relation without an explicit signature [17]. Thanks to their
small size, the implicit certificate are one of the best choice
for key agreement in the underwater scenarios.
In this paper, we propose an implementation of a key
agreement protocol based on the Fully Hashed Menezes-QuVanstone (FHQMV) [16] and the Elliptic Curve based QuVanstone (ECQV) implicit certificate scheme. To the best of
our knowledge, this is the first work evaluating the suitability
of key agreement protocols based on implicit certificates for
UASNs.
The protocol has been implemented in SUNSET Software
Defined Communication Stack (SDCS), a framework to simulate, emulate and test in real-life communication protocols at
all level of the protocol stack [14]. To demonstrate the feasibility of our solution, we tested it with real acoustic modems. We
experimentally assess the performance of our implementation,
showing that the computational and networking overhead,
with related energy consumption, are minimal.
The rest of the paper is organized as follows. Previous
works on underwater security are summarized in Section 2.
In Sections 3 and 4, we present the key agreement protocol
and its optimizations for UASNs. The system architecture
used for the protocol implementation is described in Section 5,
while the performance results are shown in Section 6. Finally,
Section 7 concludes the paper.
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signature schemes in terms of energy efficiency and suitability
for both underwater and terrestrial environments. Recently,
research efforts aimed at filling the gap between full-fledged
security solutions and UASNs requirements and challenges
have been proposed in [2, 4]. Authors combine energy efficient
security features based on both PKC and symmetric cryptography to provide message confidentiality, authentication,
and secure routing protocols tailored to such communication
constrained environment. However, authors assume that a
key agreement protocol is already in place, or at least, that
nodes are equipped with certificates and public keys. Key
agreement protocols based on implicit certificates have not
been explored yet on UASNs. However, a recent approach
for Wireless Sensor Networks is presented by Galindo et al.
in [10]. Their proposed schemes are based on the original
MQV protocol [13] on elliptic curves (ECMQV), and supports
both explicit certificates (e.g., public keys digitally signed by
the sink) and implicit certificate (SC-ECMQV). However, as
the proposed schemes only consider a two-way key agreement
protocol, they lack perfect forward secrecy and are vulnerable
to group representation and unknown key share attacks [11].
Authors in [15, 16] provide a formal proof of the vulnerabilities of MQV, and present the Fully Hashed MQV protocol
(FHMQV), a new secure protocol based on both MQV and
HMQV. FHMQV provides security, efficiency and resiliency
against the ephemeral secret exponent leakage. In addition,
FHMQV operations have been designed to be secure and
lightweight in terms of computational overhead. For all the
reasons, FHMQV can be reasonably implemented and used
in UASNs.

3

THE KEY AGREEMENT PROTOCOL

In this section we describe the notation and the key agreement protocol. The proposed protocol is composed by two
phases: The start-up and the second that are based on the
ECQV and FHMQV schemes, respectively. Each node has
two public keys named long-term and ephemeral. The longterm public keys are used to provide an additional mechanism
for authentication. Instead, the ephemeral keys are needed for
the Perfect Forward Secrecy (PFS). The PFS is a property
that guarantee that session keys will not be affected even
if the long-term private key is compromised [7]. Therefore
ephemeral key must generated for each run of the protocol. In
what follows we describe first our notation and then the two
different phases performed by the key agreement protocol.

RELATED WORK

Challenges related to UASNs security have been increasingly explored during recent years. Several works, including [6, 8, 12] explore security issues in UASNs by analyzing
attacks, threats and possible countermeasures and highlighting the importance of developing security solutions tailored
to UASNs characteristics. In the attempt of delivering energyfriendly security solutions, the work proposed in [19] explicits
the native support of Elliptic Curve Cryptography (ECC) by
exploiting the Digital Signal Processors of acoustic modems
to speed-up the computation of cryptographic operations.
In [18], authors present a comparison among different digital

3.1

Notation

We use the hat notation for representing the node’s identity.
Hence 𝐴ˆ can be interpreted as A’s identification code. We
use upper case letters for the public keys and the lower case
for the private ones. We denote 𝐻 as a l -bit hash function
where 𝑙 = (⌊𝑙𝑜𝑔2 𝑞⌋ + 1)/2 [11]. In this context we use the
multiplicative notation.
2

3.2

Start-up phase

Protocol 2 Second phase based on FHMQV.
ˆ selects 𝑒𝐴 ←$ Z𝑝 and computes the ephemeral exponent
1: 𝐴
𝑋𝐴 = 𝑔 𝑒𝐴 ;
ˆ sends a message to 𝐵
ˆ containing its implicit certificate
2: 𝐴
𝑃𝐴 and 𝑋𝐴 ;
ˆ receives the message, it performs the following:
3: Once 𝐵
ˆ can retrieve 𝐴 which
a: verifies 𝑃𝐴 ; if it is valid then 𝐵
ˆ
is the long term public key of 𝐴;
𝑒
b: selects 𝑒𝐵 ←$ Z𝑝 and computes 𝑌𝐵 = 𝑔 𝐵 ;
ˆ
ˆ
c: 𝑑 := 𝐻(𝑋𝐴 , 𝑌𝐴 , 𝐴, 𝐵);
ˆ 𝐵);
ˆ
d: 𝑒 := 𝐻(𝑌𝐴 , 𝑋𝐴 , 𝐴,
e: 𝑠𝐵 := 𝑒𝐵 + 𝑒𝑏 mod 𝑝;
𝑑 𝑠
f: 𝜎𝐵 := (𝑋𝐴 𝐴 ) 𝐵 ;
ˆ 𝐵,
ˆ 𝑋𝐴 , 𝑌𝐵 );
g: computes 𝐾𝑀 𝐴𝐶 = 𝐾𝐷𝐹 (𝜎𝐵 , 𝐴,
h: computes 𝑀 𝐴𝐶𝐵
^ = 𝑀 𝐴𝐶𝐾𝑀 𝐴𝐶 (𝑃𝐵 , 𝑃𝐴 , 𝑌𝐵 , 𝑋𝐴 ),
ˆ
where 𝑃𝐵 is the implicit certificate of 𝐵;
ˆ
i: sends a message composed by (𝑃𝐵 , 𝑌𝐵 , 𝑀 𝐴𝐶𝐵
^ ) to 𝐴.
ˆ
4: Once received (𝑃𝐵 , 𝑌𝐵 ,𝑀 𝐴𝐶𝐵
^ ), 𝐴 performs the following:
ˆ can retrieve 𝐵 which
a: verifies 𝑃𝐵 ; if it is valid then 𝐴
ˆ
is the long term public key of 𝐵;
ˆ 𝐵);
ˆ
b: 𝑑 := 𝐻(𝑋𝐴 , 𝑌𝐵 , 𝐴,
ˆ
ˆ
c: 𝑒 := 𝐻(𝑌𝐵 , 𝑋𝐴 , 𝐴, 𝐵);
d: 𝑠𝐴 := 𝑒𝐴 + 𝑑𝑎 mod 𝑝;
𝑒 𝑠
e: 𝜎𝐴 := (𝑌𝐵 𝐵 ) 𝐴 ;
ˆ 𝐵,
ˆ 𝑋𝐴 , 𝑌𝐵 );
f: computes 𝐾𝑀 𝐴𝐶 = 𝐾𝐷𝐹 (𝜎𝐴 , 𝐴,
g: verifies if 𝑀 𝐴𝐶𝐵
^ is valid: If not, it aborts.
h: computes 𝑀 𝐴𝐶𝐴
^ = 𝑀 𝐴𝐶𝐾𝑀 𝐴𝐶 (𝑃𝐴 , 𝑃𝐵 , 𝑋𝐴 , 𝑌𝐵 ) and
ˆ
sends 𝑀 𝐴𝐶𝐴^ to 𝐵;
i: computes the shared key 𝐾𝐴𝐵 = 𝐾𝑀 𝐴𝐶 .
ˆ receives 𝑀 𝐴𝐶 ^ , it verifies the 𝑀 𝐴𝐶 ^ and then
5: Once 𝐵
𝐴
𝐴
computes the shared key 𝐾𝐴𝐵 = 𝐾𝑀 𝐴𝐶 ;
6: 𝐾𝐴𝐵 is the shared session key.

We assume that a start-up phase is performed before the actual nodes deployment. During such a phase, the Certification
Authority (CA) generates the implicit certificates and the
long-term public keys for each node using the Elliptic Curve
based Qu-Vanstone (ECQV) scheme. Then, the certificates
and the long-term public keys are distributed to the network
nodes. The long-term public key is bound to the entity for a
defined period of time according to the certificates [13]. We
assume that a sink node acts as CA (Certification Authority)
and all the others are the peers that want to share the session
keys.
In Protocol 1 we describe deeply the start-up phase:
Protocol 1 Start-up phase based on ECQV.
1: Let be defined 𝐸 an elliptic curve over a finite field Z𝑝 ,
the cyclic subgroup as the set of points of this curve and
the generator 𝑔 of the cyclic subgroup of order 𝑛;
ˆ of the network generates a point by selecting
2: each node 𝐴
a random element 𝑥 ←$ Z𝑝 and computing the point as
𝑋 = 𝑔𝑥 ;
ˆ sends 𝑋 to 𝐶𝐴.
3: node 𝐴
4: When 𝐶𝐴 receives 𝑋, it does the following:
a: selects a random element 𝑞 ←$ Z𝑝 ;
𝑞
b: computes the points 𝐸𝑄 = 𝑔 ;
c: computes 𝑃 = 𝑋 · 𝐸𝑄 ;
d: generates the implicit certificate 𝑃𝐴 appending to 𝑃
the validity period;
e: computes 𝑠𝑖𝑔𝑛 := 𝐻(𝑃𝐴 )𝑞 + 𝑘𝑒𝑦𝐶𝐴 mod 𝑛, where
𝑘𝑒𝑦𝐶𝐴 is the private long term key of the 𝐶𝐴.
ˆ
f: sends (𝑃𝐴 , 𝑠𝑖𝑔𝑛) to 𝐴.
ˆ receives (𝑃𝐴 , 𝑠𝑖𝑔𝑛) it computes its private long
5: When 𝐴
⋀︀

⋀︀

⋀︀

6:

term key 𝑎 := 𝑠𝑖𝑔𝑛 + 𝐻(𝑃𝐴 ) · 𝑥 mod 𝑛.
𝐴ˆ computes its long term public keys 𝐴 = 𝑃 𝐻 𝑃𝐴 𝐸𝑄𝐶𝐴 ,
using the public key of the 𝐶𝐴.
⋀︀

3.3

needs to perform 280 operations to find a solution of the
discrete logarithm problem, for a given instance, and therefore
to obtain the private keys. We used the functions provided
by the RELIC-toolkit (see [1] documentation for details) to
perform operations over elliptic curve, selection of random
elements and cryptographic hash functions. The MAC is
implemented as hash-based authentication code using the
function HMAC-SHA256. The 𝐾𝐷𝐹 function is implemented
using a SHA-256 cryptographic hash function, as well as for
all the other hash functions. In the implemented protocol, the
shared key is generated by performing only one iteration of
SHA-256. This optimization shown in [3] allowed us to save
time and slightly reduce the energy consumption without
affecting the protocol’s security.
In our protocol implementation we tried also to reduce as
much as possible the size of the exchanged packets to keep
at bay the energy consumption thus increasing the network
lifetime. In particular, the size of the transmitted packets
depends on both the size of the point exchanged and the
MACs. This has led us to choose elliptic curve defined over
the smallest finite field available, that provides a full-fledged

Second phase

In this section we briefly describe the second phase of the
protocol based on the FHMQV[16] schema. All the steps
of such protocol are shown in Protocol 2. Notice that the
values 𝑎 and 𝑏 used in Protocol 2 are, respectively, the long
ˆ The KDF is a key derivation
term private keys of 𝐴ˆ and 𝐵.
function that produces an output of length 32 bytes.

4

OPTIMIZATIONS AND
IMPLEMENTATION DETAILS

In this section we briefly describe the functions used and
some optimizations performed to increase the performance
and, at the same time, to reduce the energy consumption of
the proposed solution.
The entire protocol relies on SECGP recommended curve
(SECGP-160) defined over a finite field F𝑝 that guarantees an
acceptable level of security of 80 bits. In this way, an attacker
3

provable security, together with point compression algorithm.
In particular, each point of the SECGP-160 curve can be
represented by 40 bytes, that is 20B for each coordinate. This
size can be reduced of about 50% by using the point compression algorithm, available in RELIC-toolkit. This allows us to
transmit only the x-coordinate since each node already knows
the elliptic curve used and therefore it can trivially calculate
the y-coordinate. Therefore the resulting packet size for a
single point will be of 21 bytes: 20B for the x-coordinates
plus 1 byte used to speed-up the calculation at the receiver.
Similarly, we reduced the size of the MAC. The HMACSHA256, using a 256-bit long key, produces a MAC of 32
bytes long. We decided to truncate the tag of the MAC to
16 bytes without affecting the security [9].
These size optimizations allowed us to have a size of 58
bytes (42B and 16B for the points and the MAC, respectively)
for the largest packet exchanged in the protocol.

5

Stack (SDCS) allowing to run different protocol stacks and
modems dynamically and adaptively to the environmental
conditions. It is currently commercialized by WSENSE srl.
The proposed protocol has been implemented as a new module in the SUNSET SDCS framework as shown in Figure 1
by leveraging on the SecFUN framework. The module allows
the user to authenticate and share a session key in order to
enable encryption and authentication operations. This can
be performed on-demand or in automatic way according to
the specific application or application scenario. The protocols
that are running at the application layer of the protocol stack
can use our FHMQV implementation and once that the key
agreement has been correctly executed, the session key can
be used by SecFUN primitives.

5.2

SYSTEM ARCHITECTURE

In this section we describe the details of the experimental
evaluation of the protocol. We start by describing the integration of this new protocol inside the SecFUN framework
provided by the SUNSET Software Defined Communication
Stack (SUNSET SDCS) [2, 14]. Then we describe the real
system used to test and validate such protocol: The AppliCon
SeaModem acoustic modem integrated with a BeagleBone
Black embedded system.

6

EXPERIMENTAL RESULTS

In this section we present the results related to the second
phase of the FHMQV protocol (Figure 2) using real hardware.
In particular, we assume that the generation and the distribution of the implicit certificates for each node are performed
before the actual deployment in field. The proposed protocol
has been tested using two SeaModems acoustic modems deployed in a water tank. The data packet payload size varies
according to the packet type. In particular, the sizes of the
(𝑃𝐴 and 𝑋𝐴 ), (𝑃𝐵 , 𝑌𝐵 , 𝑀 𝐴𝐶𝐵^ ) and 𝑀 𝐴𝐶𝐴^ packets are 42B,
58B, 16B, respectively. In addition, 17 bytes of header are
added by SUNSET SDCS to each packet for the remaining
layers of the protocol stack. The data rate of the modems has
been set to 750 bits/s. We selected a guard period of 10s to
reduce the impact of the multi-path effect at the receiver side
but at a toll of reducing the data rate. The metrics we considered are: 1) the time spent to compute the messages to be
transmitted and their actual transmission delay; 2) the energy
consumed to compute, transmit and receive such messages.
The BeagleBone board was running at 1 GHz resulting in an
energy consumption of about 1.9W. The SeaModem energy
consumption is instead of 5W and 0.5W for the transmission
and reception mode, respectively.
The results are shown in Tables 1 and 2. It can be seen that
the computational times required by the protocol operations
are really small, even on an embedded system. The reason is

Figure 1: SUNSET SDCS Architecture.

5.1

Acoustic Modem

SeaModem [5] is a low cost MFSK underwater acoustic modem developed by AppliCon s.r.l. for shallow water communications, operating in the 25 − 40 KHz frequency band. It
offers several feature, such as different transmission data rate
available of 750, 1500 and 2250 bits per second, error detection/correction algorithms and four different transmission
power levels (from 5W up to 40W). In addition, it has a plugin connector that gives the capability to host a BeagleBone
board. Since the BeagleBone is an open source embedded PC
running a Linux OS, the developers can use the SeaModem
as a Linux system. Since the BeagleBone is based on an
ARM processor, our protocol code has been optimized to run
efficiently and successfully on such system.

SUNSET SDCS

The Sapienza University Networking framework for underwater Simulation Emulation and real-life Testing framework [14]
(SUNSET) is a framework that provides networking and
communication capabilities to underwater nodes. SUNSET
supports concept of the Software Defined Communication
4

because the FHMQV protocol is highly efficient resulting in
a small number of operations with a low computation cost.
In addition the use of elliptic curves allows to further reduce
the computational overhead, as shown in [18]. The energy
consumption and the delay needed to actually transmit a
packet in water are instead quite high. This is because the
modem uses a high guard period that results in a low data
rate and therefore in a higher energy consumption. For sake of
clarity, we reported the effective transmission time including
the serial transfer time and modem additional overheads.
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Operations
Time
Energy
ˆ 𝑋𝐴 generation and 𝑃𝐴 recovery 15.27 ms 0.03 J
𝐴:
ˆ Verify 𝑀 𝐴𝐶 ^ , 𝜎 calculation, 25.21 ms 0.05 J
𝐴:
𝐵
𝑀 𝐴𝐶𝐴^ , key derivation
ˆ 𝑌𝐵 generation and 𝑃𝐵 recovery 15.78 ms 0.03 J
𝐵:
ˆ Verify 𝑀 𝐴𝐶 ^ , 𝜎 calculation, 29.08 ms 0.06 J
𝐵:
𝐴
𝑀 𝐴𝐶𝐵^ , key derivation
Table 1: Computational times and energy consumption of the different operations performed both by
ˆ and 𝐴.
ˆ
node 𝐵
Message

Size (bytes)
42 + 17

Time
TX
7.6 s

Energy
TX
38 J

Energy
RX
3.80 J

𝐴ˆ sends (𝑃𝐴
and 𝑋𝐴 )
ˆ sends (𝑃𝐵 ,
𝐵
𝑌𝐵 , 𝑀 𝐴𝐶𝐵^ )
𝐴ˆ sends 𝑀 𝐴𝐶𝐴^

58 + 17

9.66 s

48.3 J

4.83 J

16 + 17

4.25 s

21.25 J

2.13 J

Table 2: Transmission delays and energy consumption of the FHMQV protocol.

7

CONCLUSIONS

In this paper we presented a key agreement protocol for
UASNs based on FHMQV. We have developed and tested on
real systems FHMQV based on Elliptic Curve Cryptography
used with implicit certificates. The protocol makes possible
that two honest parties share a common secret key starting
from an authenticated public key. The proposed protocol
has been implemented as a new module in the SUNSET
SDCS framework by leveraging on the SecFUN framework.
Several optimization tailored to UASNs have been performed
to combine a full-fledged provable security with low overhead.
The results confirm the feasibility of our implementation in
terms of computational time and energy consumption.
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